Code Signing Digital ID
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How to validate SGS Digital ID
1. Open the pdf file

2. Double click on the
QUESTION mark

3. Click on ”’Signature
Properties...”

Signature Yalidation Status

Signature validity is UNKNOWH,

- The Document has not been modified since this signature was applisd.

- The signer's identity is unknown because it has not been included in your list of trusted
identities and none of its parent certificates are trusted identities,

i

| Leqal otice. Signature Properties.. Clase
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H ”
f.? The signer's identity is unknown because it has not been included in vour list of trusted identities Propertles PRy

and nene of its parent certficates are trusted identities.

e |
Sonedby: o sgscom | [EET= 4. Click on ”Slgner”

Click Show Certificate for more information sbout the signer's certificate and its validity detais, or
k2 change the trust settings For the certificate or an issuer certificate.

walidity Detais > 7 S h c = f- t It}
2 The siqner's certificate has not been issued by a certficate authority that you have trusted, ow el t Ificate...

# The path from the signer's certificate ko an issuer's certificate was successfully built,

/2 Revacation checking was nat performed

Signer's Contart Information: |

“When you drectly brust 2 signer's certiicate that is not fssued by a root certificate authority that
ou trust, you should contact the signer to verfy the certificate. Once you are confident that the
sigrier is who he/she reports to be, Ehen veriFy that the certificate is From the signer. For example,
ol can confirm the certificate's MDS digest wth the siner. (Lss the Certificate Viswer to view
the DS digest, and to import and drectly trust the certificate.)

Velidete Signature




Cerlificate Viewer E‘

This dialog allows you to view the details of a certificate and its entire issuance chain. The
details correspond to the selected entry. Multiple issuance chains are being displayed because
none of the chains were issued by a trust anchor.

[ R5A Data Security, Inc, Summary | Details || Revocation }Frh'st' .yiPlxes. Legal Motice
W 505,COm

This certificate is not trusted

Trust Settings

Sign documents or data
Certify documents

Execute dynamic content that is embedded in 2
certified document

¥ K X %

Execute high privilge JavaScripts that are embedded
in a certified document

[ ed o Trusted entes... .

@ The selected certificate path is valid.

The path validation checks were done at 2007/1 1128 11:28:27 +0500°
Walidation Model: Shedl
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3. Click "Signature Properties...”
4. Click on "Signer”

— "Show Certificate...”
5. Click on ”’Trust”
—2Add to Trust Identities’

Acrobat Security

IF you change the brust settings, vou will need ko revalidate any signatures ko
1\ sen the change.

Trusting cettificates directly From a document is usually unwise, Are you sure
wou want to do this?
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Import Contact Setfings

Certificate Details

Subject:  wuw.sgs.com

(Tt ]|

Issuer: RSA Data Security, Inc,
Usage: Sign transaction, Encrypt keys
Expiration: 20090821 23:59:59 2

Trust this certificate for:

[ certified documents

Signatures and as a trusted root

—
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Open the pdf file

Double click on the
QUESTION mark

Click on “Signature
Properties...”

Click on "Signer”

—* "Show Certificate...”
Click on "Trust”

» "Add to Trust Identities”
Click on "OK”

Click on "OK”

This dialog allows you to view the details of a certificate and its entire issuance chain. The
details correspond to the selected entry. Multiple issuance chains are being displayed because
none of the chains were issued by a trust anchor.

= RSA Data Security, Inc
W 5g5.Com

summary | Details | Revocation | Trust | policies || Legal Notice |

This certificate is not trusted,

Trust Settings

Sign documents or data
Certify documents

Execute dynamic content that is embedded in a
certified document

X X % %

Execute high privilege JavaScripts that are embedded
in a certified document

F Add to Trusted Identities.

Walidation Model; Shell

& The selecked certificate path is valid.
) P

The path validation checks were done at 2007/11/28 11:28:27 +08100'
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Open the pdf file

Double click on the
QUESTION mark

Click on “Signature
Properties...”

Click on "Signer”
~ > "Show Certificate...”

. Click on "Trust”

> "Add to Trust Identities”
Click on "OK”
Click on “OK”
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Signature Properties
7
) Signature validity is UNKNOWN,
@

Summary || Document | Sioner [DatefTme | Legal

#2 The signer's idenkity s nknown becauss it has not been included in your st of trusted identities
and none of its parent certcates are frusted identites.

signed by: [wewr.sgs.com

Show Certificate ..

@ Click Shaw Certficate For more information about the signer's certificate and its validity detals, or
to change the trust settings For the certificate or an issuer certficate.

Yaiidty betails
/7 The signer's certificate has not been issued by a certficate suthority that you have trusted.
o The path from the signer's certificate to an issuer's certificate was successfuly buit.

/> Revocation checking was not performed,

Signer's Contact Information: |

virhen you drectly trust a signers certificate that s nok fssued by a rook certficate autharity that

~ you trust, you should centact the signer te verify the certificate, Once you are confident that the
Signer is wha heshe reports ta be, then verify that the certficate is from the signer. For example,
you can confirm the certificats's MDS digest with the sianer. (Use the Certificate Viewer ta visw
the MDS digest, and to import and directly trust the certificate. )
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