Digital Signature FAQ

What is digital signature?

A Digital signature (also called public key digital signature ~ electronic signature ). Digital
signature is neither to scan the signature into digital image nor to inscribe the signature in
the report. Digital signature utilizes public key encryption to verify digital information such
as documents ~ emails and macro. Digital signature has :

. Verification : helps to verify the subscriber oneself.

. Integrity : helps to confirm that no changes or falsifications made to the content after
signature attached.

. Non-repudiation : helps to prove the source of content.

How to trust digital signature?

A : Please refer to " Validate Signature_E.pdf”. Since 2008, this file will be attached with electro
report files to clients for reference.

What is the purpose of digital signature in the report?

A : The purpose of digital signature is to protect the report. Users can immediately identify
whether or not SGS TW issues the document to prevent falsified reports.

When does SGS TW start adding digital signature into the report?

A : Digital signature will be added to all PDF files on testing reports issued since 2008 (for
example: CE/2008/XXXXX) and extra copy of reports issued since 2008.

Does digital signature have an expiry date?

A : Rapid advancement of information technology elevates the risk of cracking of digital
signatures. In order to protect our client's interests, SGS TW will renew digital signatures on
a timely basis to avoid forgery. We used to have four digital signatures (2007/08/22,
2009/08/20, 2011/0818 and 2017/07/20) issued by VeriSign and DigiCert (2020/08/17 and
2022/06/22) under the title of SGS TW. The most up to date is issued by DigiCert on Jun 19,
2023.

How to update SGS TW digital signature?

A : You have to validate SGS TW identity again (Please follow the instruction of “Validate
Signature_E.pdf") and check the verification time is set on” The time at which the signature
was created” (Please follow the instruction of “verification time_20090824_E.pdf")

What software is required to open the PDF files containing digital signature?
A : Adobe Acrobat Reader DC or above required to function the digital signature.

How to get Adobe Acrobat Reader software?

A : Go to Adobe official downloading website to obtain free software.

http://www.adobe.com/accessibility/products/reader/
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9. Ifthe client used old Adobe professional Authorized Version, will the new Reader version
replace old one?
A : No, there will be two independent software.

10. What image will be shown on the verified SGS TW digital signature report?
A : check mark on the image (pass verification) - the following image will be shown on the
upper right corner on first page:

For Que

11. What image will be shown on damaged digital signature report?
A : X mark shown on image.

12. What image will be shown if opening an unverified SGS TW digital signature report?
A : Question mark shown on image.

ﬁgnature Not Verified
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13. Can digital signature be added to reports issued before 2008?
A : Yes, only apply to SGS TW.
14. Is it possible to sign an additional signature to PDF files already containing digital

signature?

A : If an additional signature processed to PDF files already containing digital signature, the file
will be regarded as altered condition. Therefore, please avoid this action.
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